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3 Frank C. Sanchez, Weilun Lin, and Kent Korunka, “Applying Irregular
Warfare Principles to Cyber Warfare,” Joint Force Quarterly, Iss. 92, 1st
Quarter, January 2019, p. 19.
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4 Tbid.
5 The White House, National Cyber Strategy of the United States of America,
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6 [ A R—2MOPH LT ey =7 VEGRIES“BARICH A NA—EF 2T ¢
JFORIRR A 7] FE)IERIM HI 2 2R EFE 7 V—7" 20184 10 A, 13 H,
www.spf.org/global-data/20181029155951896.pdf,

105



MRS ITIEEE 12 828 2 %5 (@& 256 %5) 20224 11 H

ROBREWELZLOTHD EABEHRIZEML WD, REEZEY
A N—HEE] oIk Ty 7, FE, 4 72, EffIEOThb | kE,
FEE O/ S— b —EICHk T2 FBE LTV A N—ZfEZHA LT
5,] 8B UTIHEET 2L B LVRIANTH I N TWD R, ZhiZ
ANVHEMHET TR LN 212D TH D,

2017 4 12 BlcAR I TERZ 2IREN (National Security
Strategy: NSS) ] 1B W T, KEFFE, v 7mEL BN
F ERELLAMEMNT TS, ZHITHEREREZOKRE O PFERS, W
bwn TEEEK] b TRIEHES) ~KERLIZZ A2 TR LTS &
HEBTEENISHT LTV 5

LLEMS, W*..Zﬁ"f/f/\“‘%aﬂiﬁﬂ BONTH Fl%fé%ﬁa%m é:
FERIC— B L7 BOR SR S, TBGBUR) 7o THEBERREE4 ) |
HEERT IR E XD,

(2) kEOREE LT B A BRI

Z U DI, AEREFESAEME (North Atlantic Treaty Organization:
NATO) 122\ T L b, NATO & L COV A NR—ERIgIIHEE I N T
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8 The White House, National Cyber Strategy of the United States of America, p. 2.
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10 NATO CCDCOE, National Cyber Security Framework Manual, December
2012.
11 “UNIDIR Cyber Policy Portal,” UNIDIR, January 9, 2019, unidir.org/cpp/en.
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13 Andreas Umland, “The Six Futures of Ukraine: Competing Scenarios for a
European Pivot State,” The Brown Journal of World Aftfairs, Vol. 24, Iss. 1,
Fall/Winter 2017-2018, p. 271.
14 Snejana Farberov, “Hillary Clinton Files into Kabul as U.S. Declares
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19 Jason Healey, “A Bizarre Pair: Counterinsurgency Lessons for Cyber
Conflict,” Parameters, Vol. 50, No. 3, August 2020, p. 87.

20 Sanchez, Lin, Korunka, “Applying Irregular Warfare Principles to Cyber
Warfare,” p. 19.

21 Sanchez, Lin, and Korunka, citing a lecture by Gordon McCormick, in
Sanchez, Lin, and Korunka, “Applying Irregular Wafare,” p. 19; Constantin
Adrian Ciolponea and Cristian Angel Iancu, also citing a lecture by McCormick,
in Ciolponea and Iancu, “Alternative Strategies for Iraq,” Naval Postgraduate
School, June 2007, pp. 19-21.

22 Healey, “A Bizarre Pair,” p. 88.

23 Michael Senft, “Lessons Not Learned: Why Our Post-9/11 Counterterrorism
Experiences Should Inform Our Cybersecurity Strategy,” Modern War Institute,
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Warfare,” p. 19.
26 Tbid., pp. 19-20.
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34 Tbid.

111



MRS ITIEEE 12 828 2 %5 (@& 256 %5) 20224 11 H

Tu—0— (IMEX)) L2 KEEZRLZEMRER (National Security
Agency: NSA) OFE L BES O FHMIFESIZ X - T, KEBUF (TFHEEE )
bvArnmy 7~ (T5IRE]) OBOERO EFMEDHIEE S L7z 0153 %
F o T 536,

(3) MREERY A N—Ig] kK UBEEBIR OO

REEZ Y A = ] (2B W TR L WRHHBER A RA S Tnd o
EnD | TEIEHBEG) & L COMEERRWLLTO 3 >OHBICERERK -

I %,

F1IOHALLT, KEO 19774 F=— U X7 ERITET LMK
FROBEEBER] 25T 2,

FREEZ YA —iigE] © 1 SHOHTHDS [T AU AR, B,
EIEARRORE ) 2B T2 TEABFOR v b7 —7 R MERO L2
Rl OFTIE TERBENOY T FAF=— VRAZEH] ITHONWTERS
NTHEY TELRBEESL56I21E, VA7 OREWR U F— 5 H—
ERERNT D200 L0 GEM MR Z RIS 272 & EFMBUN OFE
VAT LADORMIIHKLT HZ LB EEND ] BRI TV A3,

CHUTKEOREEBOR E b —E L TRV, [2019 545 K EH ERAHER
¥ (National Defense Authorization Act for Fiscal Year 2019. NDAA
FY2019) 39] o<, KEBUFHERIICx L, EAHEMERAF (Huawel
Technologies Corporation: Huawei) (Zf\FE S5 5 E 5t FE R
DEfE - BAEBEEOME - —E A - TS - FIHSE 2213550
LI TWD, ZORER, FE 5 LTS 7 5 R EMEN KEBUFHR
&Eﬁ%l’i’ﬁ“é ZENNEEIZ D EEBIT, 23R T TA Y — DAL
BAROONDZ LG, BFOTIHBICREREENH D & — M EIEAN
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