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—( J-[~/challange]

—% unzip secret.zip

Archive: secret.zilp
inflating: secret.db

—( I-[~/challange]
—3% ls -1h
total 2.3M

-rw-r—r— 1 kali kali 1.6M Nov 3 23:26 secret.db
-Tw-Tw-r— 1 kali kali 722K Nov &4 01:34

RiCfile AN R TI71)L0Di&EEE%Z
ﬁmbi?

aaaaaaaaaaa
eeeeeeee

ﬂlej 7/ I\(L_CJ:5 == SQthe3

F—AINR—RXIT7AILTCHDZEN
NMOFEUT,



stite3 X R T =FXFAD
FITDMMERLE T . BRI,

sglite3 TF—AINR— X =L \Z1&.
T—J)IL—EBZFRrUE T,

—( )-[~/challange’

—3% sglite3 secret.db

SQL1ite verslion 3.46.1 28024-88-13 @89:16:08
Enter ".help” for usage hints.

sglite> .tables

files Logs messages Ses5510ns USers
sglite> |

FReNE U, files, logs,
messages, sessions, users—J)L
WMERTCTETEI . TNTEHNSELECT

* FROM table_name LIMIT 5;(C°C
S5FFHIS LU CHEK I, table_namez=
ZTNENDT—TIVAICEZRDZET.
DS ZHIS CE X I,



sqlite> SELECT * FROM files LIMIT 5;

1/SYC713IwU1B2163.zip|/uploads/Engineering/SYC7I3IwU1Bz163.2zip|5771144]|image/png|5512024-02-14 04:13:00]2024-02-14 04:13:00

2|MujtzdzFUojynK2.docx | /uploads/Operations/MujtzdzFUojynK2.docx|5318815|application/vnd.openxmlformats-officedocument.wordprocessingml.document|351/2024-01-14 13
1466:0012024-01-14 13:46:00

31XGTc0jS8QeQfRTD.docx| /uploads/Security/XGTc0jS8QgQfRTD.docx | 8408787 |application/zip|1512024-02-14 00:08:00|2024-02-14 00:08:00

4 |whP0jcGmP1lcYu9B.x1lsx | /uploads/Operations/whPOjcGmPlcYu9B.x1sx 13496984 | text/plain|220]2024-01-22 07:44:00|2024-01-22 07:44:00

5/aiNiYOSrp758M2m. pdf | /uploads/Marketing/aiNiYOSrp758BM2m.pdf | 4444659 |application/vnd.openxmlformats-officedocument.wordprocessingml.document|422|2024-01-06 16:50
:00(2024-01-06 16:50:00

sqlite> SELECT * FROM logs LIMIT 5;

1/412 |message_send|105.192.189.118|2024-02-06 04:04:00|Action details: ka3peMR8iwOUh3EXT8uwSKunSIRDyjvmwbxCLglvRrCIFle4]c

21426 file_download|231.12.152.16612024-01-12 05:39:00|Action details: yV4VI9eFnj6EQgiWcAqZwZ28PQ7Gt1lUzBZfPv7zI0OV1iXtcn4D

31163 |file_upload|202.244.146.2512024-01-16 13:01:00|Action details: Y9XHL4eIDtqpmDINwpIhXNu2M1X1geDq9u5n0svKaFpRWWS5A2X

41208 |logout|204.23.160.199|2024-02-11 14:41:00]|Action details: UbXPxMZm8rNj7DUDeSoZSnS31Am6aSwWwFBDqdbWAwWSqgF95ze]

5/300|profile_update|195.1.21.203/2024-01-02 12:38:00|Action details: EQCFvUfyWUHgxSKUfrqelL4PDnPcwD7wOSESNn2WOHNSKhEVL1L4

sqlite> SELECT * FROM messages LIMIT 5;

1ihfxenobk@test.org|cmvz53n6@demo.net|Schedule Change - 8sMuqlQtSI|This is a normal message with content: EqZtLoD8mLYRhCwFednfe52N2j@zHyYhN8X601hqf4IKCEroDsONX3I
5552y ruVOQvWWpG1XXuvMvIPywX1jYKhQyKjztnEQYRFd|2024-02-22 19:08:00[3]0

2litka5tisatest.org|8tjkrcn7a@test.org|Project Update - 4ri1jbvVmmPJ]|This is a normal message with content: SpwxgSpxHF1kCft532NZjEpPY9W9je@rCM50y400V7Rk9xrqZYbLseEm
gngthBGQNjiysISZUPOupxSJtPaIJG9w9GPBFxMvaI2024-02-27 06:01:00/210

3| jpdel7mvacompany.com|gefnndzl@example.com|Weekly Report - qDx1@0ge3xc|This is a normal message with content: GjaN1DtZjLvOSI3tVxoMWuHSuxxGXAHzOpDDNtBgZc8Lw3pd4bSs
qU8s7j3gXAUSGVmkpPPG9j9cVWoeRT5SFcURewQxyVpQTYNeJ|2024-01-19 06:31:00]111

4|gej9rycsapcompany.com|uqlw22li@company.com|Question about ... - 3NJu97XjcflThis is a normal message with content: QhtFMuq45tNrIviG5DiB5rAOyI7YKhF7UQ5xsS1sjeZLTbG
WK5CARKZRU93Pn131z2Z0RApRF1DUW18VOM991yqV339pF37C40dZK|2024-02-12 22:48:00]12]1

5lobfédrnq@example.coml|s2htk8og@example.com|Budget Review - qqRGN5xgd3|This is a normal message with content: bnqcq9M1HyrWPdplMRSwICv77vP8cpKX657vFeqbiTDsg8Keqve
m6 LANYIS5 jpF2BRGVOSIgOKuUQYOMyEZDAwsaCMQBrMnhBvBFr9|2024-02-21 04:17:00/0]1

sglite> SELECT * FROM sessions LIMIT 5;

11200 | 2vXxrt23RtfdZipALqFFbSjzPfs7C50cGxebnYVvsxdfAQ1IhMZ813tMUXm3sFe4|236.17.235.135|Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36/2024-01-25 20:19:00]2024
-901-26 13:19:00

2163 | EECYEPONJCjb79hcIPDVgMgH4QIRB7aWtY4sSpKvWnJhAAL2KO4ZzVu45017mWp00]173.91.112.103|Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36/2024-01-0
7 09:57:00/2024-01-08 00:57:00

31261 |m7dE1EBJafV6VKAAEL4SZ3COUBZzxQ1lufHrkAbvds JcWpLVc55MK2ngZfVPotaNvYj|149.216.186.21|Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36|2024-03-
08 06:09:00]2024-03-08 10:09:00

4]93|ZKrBjeNEQVD911 zwGmKUbWsy0zfoVAP6XTf9bnzb0sx8FLTCiRq9tBINwFCMsqkm|250.160.217.105|Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36|2024-01-05 00:
18:0012024-01-05 14:18:00

51357 05BPSe21bulHlHUrwrQT4DRUQwB8VYgDRWpIdJowVNOWAN31ImQzHsn4SeTwHVwk | 197.192.210.123|Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.3612024-03
-04 06:04:00/2024-03-04 07:04:00

sqlite> SELECT * FROM users LIMIT 5;

1| x8y5s0wn | x8y5s0wnademo.net |NKSdIw KmtHnulO|Engineering|2023-09-11 07:51:00]2023-09-11 ©7:51:00

2lex13xx01 |ex13xx01lademo.net |QpwuFa Lc3Z4eCc|HRI2023-12-26 23:40:00/2023-12-26 23:40:00

3|wfh4zxiblwfh4zxjbaexample.com|CBIdwi z1015Bb4|HR|2023-09-16 08:54:00]|2023-09-16 08:54:00

4|zwbeh2tg|zwbeh2tgamail.com|RX@BGu 8rnY4ohY|Sales|2023-02-03 01:24:00]2023-02-03 01:24:00

5|tnd2wq‘hltnd2wqhhatest.orglE10912 vARg1DkD|Sales|2023-09-14 16:34:00]2023-09-14 16:34:00

sqlite>
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sqlite> .schema messages

CREATE TABLE messages (
id INTEGER PRIMARY KEY AUTOINCREMENT,
sender TEXT NOT NULL,
reciplent TEXT NOT NULL,
subject TEXT NOT NULL,
message TEAT NOT NULL,
timestamp TEXT NOT NULL,
priority INTEGER DEFAULT @,
read status BOOLEAN DEFAULT @

);

FIEEUS U5 =R 9 © &
messagesT—_JJLOHRTE
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Jo&b. message S AT U T,
flag A ZRZR LU CHERI,

sqlite> SELECT * FROM messages WHERE message LIKE "%flagk’;
sglite> |
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B UKk Slcuser=—J)LDfull_name,
logsT=— )L Ddetails, files—2 )L
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sqlite> SELECT * FROM users WHERE full_name LIKE "%flagk’;
sqlite> SELECT * FROM logs WHERE detaills LIKE "%flagk’;
sqlite> SELECT * FROM files WHERE ftilename LIKE "%flag¥k’;
sglite> |

BRRICEX DT ST (FEFNTULRLN
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F9. EXDITSVZEREREUET,

— |- ~f/challange’
—% strings secret.db | grep "flag”

—( |-[~/challange’
— B
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Befh =Nz 71 )L&h secret.dbd
Jo&b. secretE VDX FENZRZR U T
5’7?@“

J-[~/challange]
gs secret.db | grep -i "secret”

1
— Stl'l":_

54

commandhi) .govagentloe7a .govMission Update #BCLASSIFIED COMMUNICATION - LEVEL 8
commandoa .govagentl@14q .govMission Update #15CLASSIFIED COMMUNICATION - LEVEL 15
directoranso. .govagent@@iaverified.govCRITICAL - Mission CodeTOP COMMUNICATION - CLASSIFIED
k3 commandl@ .govagentl@ll@ .govMission Update #12CLASSIFIED COMMUNICATION - LEVEL 12
k3 commandka .govagentlolog .govMission Update #11CLASSIFIED COMMUNICATION - LEVEL 11
k3 ] a .govMission Update #10CLASSIFIED COMMUNICATION - LEVEL 1@
commandia .govagentloesn .govMission Update #9CLASSIFIED COMMUNICATION - LEVEL 9
commandhi .govagentloe7a .govMission Update #B8CLASSIFIED COMMUNICATION - LEVEL 8
commandog .govagentl@l4p .govMission Update #15CLASSIFIED COMMUNICATION - LEVEL 15
commandni) .govagentl@13ag .govMission Update #14CLASSIFIED COMMUNICATION - LEVEL 14
k3 commandmi) .govagentldl2qg .govMission Update #13CLASSIFIED COMMUNICATION - LEVEL 13
directoranso. .govagent@@7gverified.govCRITICAL - Mission CodeTOP COMMUNICATION - CLASSIFIED

<wFULUEUIS I%U??%IJD TR U T
HEI,

( )-[~/challange
£ strings secret.db | crep -10 -i "secret”
nqaf?ﬂlymdemn.netnaquaygmtEEt.nrgEudget Revi
QOmZTVFpNzMOTYH ) xFktnYl6ctHAGZbG7bnFKw2024-81
#3 rg5baqftkopcompany .comwu2@jshya
I8Ura@vkEyunkBVj3rYaspuGDCMZOwPNZACFSIszA30Ug
yw29a3izcamall.com9auvitckzaoexample. comQuestion
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Your encoded access code 1s5: c2FtcGxle3IzZF9oM3JyMWSnX200dDRY
This is a test communicatlon. Please disregard.
Mission parameters are subject to change.
Decode using standard Baset4 protocol.
MuHJdTd@1lsLix1ZJ174mkzg@LgOFr3rXJUsu8DowlYLzLsgTCp9E7tbolU3mgRgC
nfSTQv3Q3td8YHFYoItqlIJwwEh1ttOIZ@5qg5BcmCpbYCDVNentnkDb JnFp9mp
[ TRANSMISSION ENDS]
2024-91-18 00 :00:00

commandoqg) .govagentl@laq .govMission Update
From: Command Center O
To: Agent 1@14
Subject: Mission Update #15
Agent,
Your encoded access code 1s: bnVsbHsxbnY@bDFkXzRjYzNzc3e=

| Your encoded access code is|
MSIaEBD1T(Cbaseb4 T 1— R
SNEB UEXFINER TCTEET .
TDITDHZIRESH U THE T,

—\ J-[~fchallange]

strings secret.db | grep "Your encoded access code is”
C2FtcGxle3IzZF9oM3JyMW5SnX20Q@8dDRY
bnVsbHsxbnY@bDFkXzRjYzNzc3@=
b2xkezN4cDFyM2RTZDRONF94MDF9
dGVtcHtOM2 lwMHI@cnlfYzBkM3@=
¥XJJjaGl2ZXt JNG5 JM2xsM2RTMHBS
YmFJja3VwezBiczBsM3QzX2MwZDNTMDFkQ=
C2FtcGxle3IzZF9oM3JyMW5SnX20Q@8dDRY
bnVsbHsxbnY@bDFkXzRjYzNzc3@=
dm9pZHtuUMHRTNGN@aXYzX2MwZDNS
bGVNYWN5ezB1dGOQ@dDNkXzFuZ jB9
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—( ~fchallange]
L-$ strings ret.db grep "Your encoded access code is” grep -Eo ': ["§]+° grep -Eo "[" :$]+°
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—\ I-[~fchallange]

—3 echo -n "flagi” hasebd
IZmxhZ3is=

—( )-[~/challange’
—3 echo -n "flagiAA" | basets
ImxhZ3tBOQO—

—( I-[~fchallange]
—% echo -n "flagiCC” hbasebd
ImxhZ3tD0w—

T>—ROFER., ZmxhZ36 UL (&,
ZmxhZ5iaFE DXF5 (IflagX =5
THhDulgEENEVENMNDOMNDF U,
COOFER. hSstringsCTH A =N/
Y%@J’ZIE%EE%E(L__CTEE& L CHFET,

—( )-[~/challange ]

—% strings secret.db | grep "ZmxhZ"”

ENCODED MISSION CODE (Base64): JtkM2wzdDNkX3MzY3IzdF9tM3INzNGczTQ=
ENCODED MISSION CODE (Base64): JtkM2wzdDNkX3MzY3IzdF9tM3INzNGczTQ=

BDOMnDOzFE U, base64 T 1— R
L/‘CE’#EE“

)-[~/challange’
—3 echo -n "ZmxhZ3tkM2wzdDNkX3IMz¥3IzdF9tM3NzNGczfQ=" pasebd4 -d
flag{dﬁlStSd s3cr3t_m3ss4g3d}

JSOMER TET TR LIS,
flag{d313t3d s3cr3t m3ss4g3}
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