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No. Time Source Destination Protocol Length Info
i160. BBBBBB 172.20.0.3 172.20.0.2 DNS 87 Standard query 8x99fa A intranet.example-corp.local
20 2 72.20.0.2 103 Standard query response 0x99fa A intranet.example-corp.local A 10.0.0.1
3 3 103 Standard query 74 A j k '5.telemetry.example-corp. local
40 2 o 119 Standard query response 03 'fdhjk3eyy5.telemetry.example-corp. local A :
- 3 17 \ 93 Standard query 26 Ar 5aq.cdn. wmdnwaupdcjtp lm‘al
6 6 2 109 Standard query response ©:
7 6 3 101 Standard query 0xled4 A .u.IJh.a..tp.dnwnlndd Wll'ldﬂw._-.LIDddtP lnral
86 2 117 Standard query pnn.,e: Oxled4 A mjxkau7bhxtp.download.windowsupdate.local A 18
9 0.116567 3 85 Standard guery 0x2429 portal.example-corp.local
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dns.qry.name contains internal-sys.local
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No. Time Source Destination Protocol Length Info

- 25 0.324604 172.20, 172.20.0.2 DNS 93 Standard query 0x4ff3 A pmmdi31lr5.logs.internal-sys.local
9.325438 Standard query response 0x4ff3 A pmm413Llr5. logs.internal-sys. local A 10.0.0.1
.581816 Standard query ©0x850c A hpcf2uqnupgzit.tracking.internal-sys.local
.582457 Standard query response 0x850c A hpcf2uqnupqzit.tracking.internal-sys.local A 14
. 707509 Standard query Oxfe87 A wepxskdtat.metrics.internal-sys. local
. 708192 Standard query response Oxfe87 A wepxskd4tat.metrics.internal-sys.local A 10.0.0
.796715 Standard query ©x6563 A nvng7qdf3rca.metrics.internal-sys.local
.797807 Standard query response 0x6563 A nvnq7qdf3rca.metrics.internal-sys.local A 10.0
.839591 Standard query 0x30a® A 43ahejcxj3.metrics.internal-sys.local
.840203 Standard query response 0x30a@ A 43ahejcxj3.metrics.internal-sys.local A 10.0.0
.289659 Standard query 0x3000 A exfil.pmrgq33toqrduise.internal-sys. local
.290446 Standard query response 0x3000 A exfil.pmrgq33togqrduise.internal-sys.local A 10
.315666 Standard query 0x3010 A exfil.ivjuwvcpkawucmkc.internal-sys. local
.316488 Standard query response 0x3010 A exfil.ivjuwvcpkawucmkc.internal-sys.local A 10
.389612 Standard query ©x3020 A exfil.gjbtgrbcfqrhk43f.internal-sys. local
.390221 Standard query response 0x3020 A exfil.gjbtgrbcfqrhk43f.internal-sys.local A 10
.443728 Standard query 0xa8b8 A vrerwzvbhqlgcg.tracking.internal-sys. local
.444440 Standard query response 0xa8b8 A vrerwzvbhglqcg.tracking.internal-sys.local A 14
.464581 Standard query 0x3030 A exfil.oirduitvonsxeirm.internal-sys. local
.465228 Standard query response 0x3030 A exfil.oirduitvonsxeirm.internal-sys.local A 10
.515721 Standard Ox3040 A exfil.ejsgby3vnvswasdt.internal-sys.local
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® *.tracking.internal-sys.local : 16/\Z7rwv ~
® *.logs.internal-sys.local : 4/\owv

® *.metrics.internal-sys.local : 16/\swv K
® cxfil.*.internal-sys.local : 132/\Zw &

exfil.*.internal-sys.local H'
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query

0x3000 A
response
0x3010 A
response
0x3020 A
response
0x3030 A
response
0x3040 A
response
0x3050 A
response
0x3060 A
response
0x3070 A
response
0x3080 A
response
0x3090 A
response
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response

exfil.pmrgq33togrduise.internal-sys. local
0x3000 A exfil.pmrgq33toqrduise.internal-sys. local
exfil.ivjuwvcpkawucmkc.internal-sys. local
0x3010 A exfil.ivjuwvcpkawucmkc.internal-sys.local
exfil.gjbtgrbcfqrhk43f.internal-sys. local
0x3020 A exfil.gjbtgrbcfqrhk43f. internal-sys.local
exfil.oirduitvonsxeirm.internal-sys. local
Ox3030 A exfil.oirduitvonsxeirm. internal-sys. local
exfil.ejsgby3vnvsw45dt. internal-sys. local
0x3040 A exfil.ejsgby3vnvswd5dt.internal-sys.local
exfil.ei5fwisdhjofyvlt.internal-sys. local
0x3050 A exfil.eiSfwisdhjofyvlt.internal-sys. local
exfil.mvzhgxc4ovzwk4s4.internal-sys. local
0x3060 A exfil.mvzhgxc4ovzwk4s4.internal-sys.local
exfil. Lrcgby3vnvsw4bdt. internal-sys. local
0x3070 A exfil.lrcgby3vnvsw45sdt. internal-sys.local
exfil.lrofaylton3w64te. internal-sys. local
0x3080 A exfil.lrofaylton3wb4te. internal-sys.local
exfil.omxhq3dtparcyisd.internal-sys. local
0x3090 A exfil.omxhq3dtparcyisd. internal-sys.local
exfil.hjofyvltmvzhgxc4.internal-sys. local
0x30a@ A exfil.hjofyvltmvzhgxc4.internal-sys. local

dns.qry.name contains exfil
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)-[~/CTF/dns-tunnel-traffic/dist]
tshark -r capture.pcap -Y¥ 'dns.gry.name contains "exfil™' -T fields -e dns.qry.name
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L$ tshark -r capture.pcap -Y 'dns.qry.name contains "exfil" and ip.src = 172.20.0.2' -T fields -e dns.qgry.name
exfil.pmrgg33toqrduise.internal-sys.local

exfil.ivjuwvcpkawucmkc.internal-sys.local

exfil.gjbtgrbcfqrhk43f.internal-sys.local

exfil.oirduitvonsxeirm.internal-sys.local

exfil.ejsgby3vnvsw45dt.internal-sys.local

exfil.ei5fwisdhjofyvlt.internal-sys.local

exfil.mvzhgxcb4ovzwk4s4s.internal-sys. local
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T |- [~/CTF/dns-tunnel- traff:c/dISt
. t r capture pcap ‘dns.gry.name ntains “"exfil" and ip.src = 172.20.0.2° -T fields -e dns.gry.name Eo ‘exfil.[®.\]+°
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tshark -r capture.pcap -Y 'dns.gry.name contains "exfil" and ip.src == 172.20.0.2" -T

fields -e dns.qry.name | grep -Eo 'exfil.[~¥.]+' | grep -Eo '[~¥.]+%' | grep -0 . | sort

- U

— )-[~/CTF/dns-tunnel-traffic/dist]
—3% tshark -r capture.pcap -Y ‘dns.gry.name contains "exfil" and ip.src = 172.20.0.2 T
fields -e dns.qry.name | grep -Eo ‘exfil\.[".]+ orep -Eo "[".]+$° ' ) t

MNw o E < C ~u =M 07T 0 33 XL ;D s am o oW



ABEOER. 2-7, a-z DXFDH
ZEFRUCEEsicsnNnTundcEN
DD XTI,
_dD)L—)l(Ebase32CcI>O— R
UEBRICEUDEDTI, 2CTHD
T RAA 2 728iE T B EC.
base32c T — RHEKD &
HAlENEI, 122U, base32
T2 =< I*“C‘(ar AN F7%E A
LET, EFERIC/NXFZARAXF
(L_Qitﬁ btb\’a;j_g_(c_L_g
MENMNHDDFET,



AFOONY> RICTrONY > K=
AW TZHIBR UiES L. I\NXF
ZAXFICEREUTHhHbase32TT
T = FUET,

"exfil" and ip.src == 172.20.0.2"' -T
| grep -Eo '[*¥.]+$' | tr -d '¥n' | tr

tshark -r capture.pcap -Y 'dns.qry.name contains
fields -e dns.qry.name | grep -Eo 'exfil.["¥.]+’

'a-z' 'A-Z' | base32 -d

— '~/CTF/dns-tunnel-traffic/dist]
“$ tshark -r capture pcap -Y 'dns.qry.name cont "exfil” and ip.src = 172.20.0.2" -T fields -e dns.qry.name grep -Eo ‘exfil +
' Eo “| ‘An’ { ‘a-z' J-«’T-‘ asei?2 -d

:["C:\\Users\\user\\Documents\\Passwords.xlsx", "C:\\Users\\user\\Documents\\tt % ¥ W

i host""DESKTOP AlBZCBD“ 'user":'user",'documents .

=Y Xk .xlsx","C: \\Users\\user\\Documents\\VPN_credentials.txt',“C:\\Users\\user\\Documents\\flag{dns_tunn3l_3xfll}.txt',"C:\\Users\\use
r\\Documents\\ A & ¥ ffi _2024.docx"], "chrome”:{"login_data":"C:\\Users\\user\\AppData\\Local\\Google\\Chrome\\User Data\\Default\\Login Dat
a","cookies":"C:\\Users\\user\\AppData\\Local\\Google\\Chrome\\User Data\\Default\\Cookies", "history”:"C:\\Users\\user\\AppData\\Local\\G

oogle\\Chrome\\User Data\\Default\\History"}, "system”:{"0s":"Windows 1@ Pro","domain”:"CORP.LOCAL"}}
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