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Countermeasures against cyberattacks
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The response process
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Ensure the availability of system during mission.
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Operators development for quick response against various
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It is difficult to deal with cyberattacks which we have

never encountered.

ERELSBRETOREEICKIYEEIRLE
Improve ability by exercise on simulated/mockup system
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Current : Mainly for Cyber specialist
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For all system users engaging in mission.
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Automated process can help enhance a quicker response.
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Technology for recover from cyberattack quickly and
automatically called cyber resilience.

Technology for detecting unknown cyberattack
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Every operator demonstrate their
ability to detect unknown cyberattacks.

%ﬁ%ﬁ@h@

OB A N—RERRB/ERM

Technology for constructing cyber range
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Outline of Research
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We focus our research on the latest detection technologies that use Al, and how to apply these technologies to the Self Defense

Force’ s systems.
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Research Background
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Although recent developments in Al tech. have made progress in detecting unknown cyber attacks in the consumer market, due to
the nature of Al tech, it is essential to have a large amount of training data in the same environment over a certain period of time.
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Due to the constant environment changes of the Self Defense Force's systems and networks, it is not possible to collect enough

training data.
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Research Directions
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We use the anomaly analysis methods such as AE, GAN and LSTM to detect the unknown cyberattacks.
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We will explore ways to supplement insufficient training data by learning with small amounts of training data, amplifying training
data, and improving the robustness of the model.
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Detection with a small amount of training data Increase training data
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Self Defense Force’ s command system
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Conceptual Illustration
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Outline of Research
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We conduct research on cyber resilience technology for Weapon Control Systems to ensure operational continuity an
prevent damage escalation when cyber attacks occur.
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Due to the nature of Weapon Control Systems, it is important to ensure real—-time performance, and it is not possible to apply

security measures that would affect its operation, e.g., interfere with functionality or processing performance.
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The Weapon Control Systems must be able to continue to fight even in the event of cyberattacks. Therefore, the

continuity of

operations becomes the top priority. It is necessary to take the measures for both preventing the spread of damage and ensuring

the continuity of Weapon Control Systems’ operations when encountering cyberattacks.
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Establish a system that can automatically implement measures to both prevent the spread

time performance of the equipped system.
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ATLA considers the technology for responding to unknown cyberattacks as our top priority.
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We conduct research to improve detection capability against unknown cyberattacks through the use of Al Tech.
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We conduct research to improve both “automatic response” and “human response” capabilities as measures to ensure
operational continuity in the event of cyberattacks.
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We conduct research on “cyber resilience technologies” applicable to each system to improve “automatic response” capabilities.
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In order to improve the “human response” capabilities, we conduct research on “constructing cyber range” in which users of
each system can participate.
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